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Background and 
Motivation

• Use case analysis is an 
effective method to clarify 
functional requirements. 

• Security Requirements 
increase the complexity of 
functional requirements. 

• General developers find it 
difficult to correctly specify 
adequate security 
requirements during the 
initial phases of the 
software development 
process. 
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Main Ideas
• Model Checking  for UML-based Requirements 

Specification

• Verifying Security Requirements
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Model Checking Tool
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Security Requirements
• Focus on access control to 

services

• Common Criteria(CC)
International standard (ISO/IEC 
15408) for computer security 
certification.

• Security requirements are 
usually defined by multiple 
Security Function Policies 
(SFPs) that represent the 
rules the target system 
must enforce. 
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A Class Diagram of SFP

A Meta Model of 
Activity Diagram

Correspondence

Subject Actor

Operation Action

Object ObjectNode:Class
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Subject Object Operation Rule

Actor
Securty 

Attribute
Class

Security 
Attribute

Use Case Action

Student
role 

=Student ID

・・・ 　 　 　

Topic public/private post a question create topic

Date 　 post a question get currentDate

Contibutor role post a question get contributor

Content 　 read a topi_student get content

Attachme
nt

public/private
read a topi_student download attachment

post a question create attachment

Teacher
role

=primary 
Charge

・・・ 　 　 　

Topic public/private

answer a question select specified topic

answer a question update the topic

update topic openness change attribute of topic(public)

update topic openness change attribute of topic(private)

Date 　 answer a question get currentDate

Contributo
r

role answer a question get contributor

Content 　 read atopic_teacher get content

Attachme
nt

public/private

read atopic_teacher download attachment

answer a question create attachment

update attachment 
openness

change attribute of attachment
(public)

update attachment 
openness

change attribute of attachment
(privatec)

Define SFP

2014/8/26 RET 2014  

Subject Object Operation Rule

Actor
Securty 

Attribute
Class

Security 
Attribute

Use Case Action FDP_ACF.1
FMT_MSA.

3
FMT_MSA.

1

Student

・・・ 　 　 　

Topic post a question create topic

Date post a question get currentDate

Contibutor post a question get contributor

Content read a topi_student get content

Attachme
nt

read a topi_student download attachment

post a question create attachment

Teacher

・・・ 　 　

Topic

answer a question select specified topic

answer a question update the topic

update topic openness change attribute of topic(public)

update topic openness change attribute of topic(private)

Date answer a question get currentDate

Contributo
r

answer a question get contributor

Content read atopic_teacher get content

Attachme
nt

read atopic_teacher download attachment

answer a question create attachment

update attachment 
openness

change attribute of attachment
(public)

update attachment 
openness

change attribute of attachment
(privatec)

1) A template table is automatically generated 
from the activity diagrams.

2) Define security attributes 
against both the assets and the subjects.
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3) Define all rules according to the selected components 
and the dependency on the CC

Subject Object Operation Rule

Actor
Securty 

Attribute
Class

Security 
Attribute

Use Case Action FDP_ACF.1
FMT_MSA.

3
FMT_MSA.

1

Student
role 

=Student ID

・・・ 　 　 　 　 　 　

Topic public/private post a question create topic 　 rule B1 　

Date 　 post a question get currentDate 　 　 　

Contibutor role post a question get contributor 　 　 　

Content 　 read a topi_student get content 　 　 　

Attachme
nt

public/private
read a topi_student download attachment rule A 　 　

post a question create attachment 　 rule B2 　

Teacher
role

=primary 
Charge

・・・ 　 　 　 　 　 　

Topic public/private

answer a question select specified topic 　 　 　

answer a question update the topic 　 　 　

update topic openness change attribute of topic(public) 　 　 rule C1

update topic openness change attribute of topic(private) 　 　 rule D1

Date 　 answer a question get currentDate 　 　 　

Contributo
r

role answer a question get contributor 　 　 　

Content 　 read atopic_teacher get content 　 　 　

Attachme
nt

public/private

read atopic_teacher download attachment 　 　 　

answer a question create attachment 　 rule B3 　

update attachment 
openness

change attribute of attachment
(public)

　 　 rule C2

update attachment 
openness

change attribute of attachment
(privatec)

　 　 rule D2



Security Requirements Verification
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Management of security attributes (FMT_MSA.1) 
The following actions could be considered for the management functions in
FMT(SECURITY MANAGEMENT):
a) managing the group of roles that can interact with the security attributes;
b) management of rules by which security attributes inherit specified values.

Subject Object Operation Rule

Actor
Securty 

Attribute
Class

Security 
Attribute

Use Case Action FMT_MSA.1

Teacher
role

=primary 
Charge

Topic public/private  update topic openness
 change attribute of   
topic(public)

rule C1

rule C1 At the start of executing the action, topic.security_attribute == 
private implies at the end of executing the action, topic.
security_attribute == public



Security Requirements Verification
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rule C1 At the start of executing the action, topic.
security_attribute == private implies at the end of 
executing the action, topic.security_attribute == public

 

A[] (ACT03.Assert01  imply state_topic[0]==3)
A[] (ACT03.Assert02  imply state_topic[0]==2)
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L

rulerule

Query Expression ×n

Navigation×1

Activity Diagram ×n

State Machine ×m

System×m

System ×n

System×1

rule ×n

Verification Process



Conclusion and Future Works

• Our method is that developers can routinely define 

security requirements　in accordance with the CC.

• The results are more reliable than ad hoc analysis, 

because security requirements can be verified 

according to the CC.

• Even if this defined model is also complicated, we can 

be verified automatically.

• We plan to apply our method to verify the other 

security requirements for the entire LUMINOUS 

system.
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Thank you for your kind attention
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List of Query Expression 
 

E<> ACT_nameXX.location_nameXXXX
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A[] not (deadlock && !ACT_nameXX.END)
 

E<> state_topic(0).Topic_init
E<> state_topic(1).Private_to_Public
E<> state_topic(2).Public_to_Private

 

A[] (ACT03.Assert01  imply state_topic[0]==3)
A[] (ACT03.Assert02  imply state_topic[0]==2)
 

Verification of  reachability

Verification of reachability

Verification of security attribute

Verification of security rule



Other Security Attribute
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Class Name

FAU Security Audit

FCO Communication

FSC Cryptographic Support

FDP User Data Protection

FIA Identification and Authentication

FMT Security Management

FPR Privacy

FPT Protection of the TSF

FRU Resource Utilisation

FTA TOE Access

FTP Trusted Path/Channels

Family Name

FDP_ACC Access control policy 

FDP_ACF Access control functions 

FDP_DAU Data authentication 

FDP_ETC Export from the TOE 

FDP_IFC Information flow control policy 

... ...



 

Verify Security Requirements
using Model Checking Tool

UPPAAL is a 
model checking tool

Finite Automata
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• UPPAAL model checking tool.

 



 

Verify Security Requirements
using Model Checking Tool

UML2UPPAAL

Activity Diagram
to UPPAAL model

State Machine Diagram
to UPPAAL model

Security Function Policy
to Query Expression



 

rule A : public/private = public 
           or Contributer.role = Subject.role
            at the start of action

dependency graph

FDP_ACF.1
Security attribute 

based access control

FMT_MSA.3
Static attribute 

initialisation 

FMT_MSA.1
Management of 
security attribute

rule C1, C3 : if public/private is private at the start of action, 
     it is changed public at the end of action

rule C2, C4 : if public/private is public at the start of action,
     it is changed private at the end of action

rule C1, C3 : if public/private is private at the start of action, 
     it is changed public at the end of action

rule C2, C4 : if public/private is public at the start of action,
     it is changed private at the end of action

Define Rule of 
Security Function Policy



Select Countermeasures 
for Threats

 

Class Name

FAU Security Audit

FCO Communication

FSC Cryptographic Support

FDP User Data Protection

FIA Identification and Authentication

FMT Security Management

FPR Privacy

FPT Protection of the TSF

FRU Resource Utilisation

FTA TOE Access

FTP Trusted Path/Channels

Family Name

FDP_ACC Access control policy 

FDP_ACF Access control functions 

FDP_DAU Data authentication 

FDP_ETC Export from the TOE 

FDP_IFC Information flow control policy 

... ...

Component Name

FDP_ACF.1 Security attribute based 
access control 

Topic

Attachment



Introduction

 

General developers have often little and insufficient 
security knowledge

⬇ 
need to supplement their knowledge with some reliable and 

systematic information on security

Common Criteria…
an international standard 
(ISO/IEC 15408) for 
computer security certification

use
 Common Criteria

Class Name

FAU Security Audit

FCO Communication

FSC Cryptographic Support

FDP User Data Protection

FIA Identification and Authentication

FMT Security Management

FPR Privacy

FPT Protection of the TSF

FRU Resource Utilisation

FTA TOE Access

FTP Trusted Path/Channels

Family Name

FDP_ACC Access control policy 

FDP_ACF Access control functions 

FDP_DAU Data authentication 

FDP_ETC Export from the TOE 

FDP_IFC Information flow control policy 

... ...

Component Name

FDP_ACC.1 Subset access control 

FDP_ACC.2 Complete access control 



Quality Requirements

• Our method is that developers can routinely 
define security requirements　in accordance 
with the CC.

• Even if this defined model is also complicated, 
we can be verified automatically.
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