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Motivation

Quantifying the quality of the systems security after its
implementation is leaving it too late

2 12to 21 % return on investment for Security SE
practices with highest return gained in analysis and
design (Soo Hoo 2001)

Significant decisions on security characteristics of a
system are made during RE

? test a system’s security in RE
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Related Work: Metrics for Security in RE

Some suggested examples:

7 Correctness: that a system meets the security
requirements;

? Effectiveness: expectations for resiliency in the use are
satisfied and system works as intended,;

? Efficiency: security achieved within (time, cost)
constraints.

A"

Ratio of security requirements

A"

Number of omitted security requirements (using
ISO/IEC15408 as full set)...
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Position

Aim for testability for security requirements similar
to that of code testing

Some initial ideas

2 A use case and a test case have a close connection:
focusing on misuse case model

? relationship between use/misuse cases in RE as
parallel to test case/defects in code testing

?2 Defects are the flaws related to a specific test case,

whereas misuse cases are security flaws related to a
use case

4 of 6



Proposed Metrics

RE Coverage : ratio of covered (i.e., tested) misuse
cases to the total number of security-related use cases

RE Correctness: the ratio of resolved (MUC r) to the
total number of identified MUC (i.e., MUC_r/MUC *
100)

RE Efficiency: ratio between number of misuse cases
identified in RE (MUC) to the sum of these same

misuse cases and those detected by the user (MUC_u)
(i.e., MUC/(MUC +MUC_u)).
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Observations and Conclusions

Although the RE for Security is relatively young field —
there are a number of metrics/approaches proposed

This work hopes to support security testing in RE to the
same degree as general testing is done for code
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